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Bai 3
Két noi an toan va ngan chan
phan meém déc hai



Két noi mang Internet an toan va
khéng an toan

NOI DUNG CHiNH Truy cap trang web an toan va

khéng an toan

Phan mém déc hai va mét so cach

phong chong phan mém déc hai




Internet la gi?

Internet hay Mang (phién am tiéng Viét: in-to-nét) 1a mét hé thong

thdng tin toan cau co thé dwoc truy nhap cdng cdng gom cac mang

may tinh dworc lién két véi nhau.


https://vi.wikipedia.org/wiki/H%E1%BB%87_th%E1%BB%91ng_th%C3%B4ng_tin
https://vi.wikipedia.org/wiki/H%E1%BB%87_th%E1%BB%91ng_th%C3%B4ng_tin

BAN NGHI RANG CO BAO NHIEU NGU Ol

Swr dung Internet?



Hon 5.52 ty nguwoi!



* Hay liét ké nhirng thiét bi co thé két
noi Internet?

"g O ’& * Ban két ndi Internet bang nhirng

loai mang nao?

Thao luan




Cac két noi Internet c6 an toan
nhw nhau khong?




Két noi cong khai

(khong an toan,
khéng dang tin cay)

FREE
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Cac mang khéng yéu cau mat khau dé két noi.

Nhirng ngwdi khac trén cung mot mang co thé xem
théng tin cua ban. Ho cé thé danh cap thong tin ban
gli qua mang hoac theo ddi nhirng gi ban dang lam.



y

Két noi cong khai
(khong an toan,
khéng dang tin cay)

Ban dijdeniquan,ca phe




Yéu cau mat khau, bat ma hoa dau cubi. Mang an
toan va cung cap kha nang bao vé tét hon.

Két noi riéng tw
(an toan,

Can xem xét bdi canh hodc vi tri ciia mang dé dam bao
rang mang ban dang két ndi dwoc cung cap bdi nguoi

hodc t6 chirc dang tin cay. déng ti n Céy)




Ban c6 thé s dung mang ndo trong
cac tinh huéng sau: mang Wi-Fi tai nha,
quan ca phé hay cac noi cong coOng
khac?

Hoat dong




Chau la mdt nha sang tao noi
dung trén mang xa hoi. Pé co
thé bat kip “trend” (xu hwdng),
cd Ay can cap nhat tin tirc hang
ngay thong qua cac trang bao
dién tr va cac blogs cua nhirng
ngwdi ndi tiéng khac. Khi ra
ngodi Chau c6 thé si dung
mang nao dé xem va cap nhat
thong tin.



114

< 6 Chu Nam

Ban can g sO thé tin dung cula
minh cho nguoi than

Ok chau. G&i cho chu sb thé

“ qua day nhé.




Két noi Wi-Fi
Ban nén suy xét diéu gi khi két ndi v&i mét mang méi bat ky?

Ai la chu s& hiru mang Wi-fi d6?
C6 ai khac dwoc két noi véi mang dé khong?

Chung ta dung mang dé dé lam gi?

vV vywvyy

Liéu c6 rui ro gi lién quan di kem v&i mang nay khong?

Ban chi nén két ndi véi mang Wi-Fi do ngw®i ma ban biét va tin twéng s& hiru!



Cac trang web c6 dang tin cay

nhw nhau khong?




Trang web

Ban chi nén nhap théng tin nhay cam
(chdng han nhw mat khau, thong tin thé
tin dung) trén trang web co tién to
Secure Connection HTTPS://

{ LUU Y: HTTPS bao mat két néi nhwng khéng dam bao trang web dé la mét trang web hop phap ]




“Pia chi nhan
hang: 98 ABC”

May tinh cua
Nam

HTTP

“Pia chi nhan
hang: 98 ABC”

A 4

HTTPS

“hf56j hfron
465#$$ jfita5
J&Nur”

A 4

“Pia chi nhan

hang: 98 ABC”

Internet

“hf56j hfron
465#$$ jfita5
J&Mur”

“Pia chi nhan
hang: 98 ABC”

v

A 4

“hf56j hfr9n
46548 ffit45
J&Mur

“Pia chi nhan
hang: 98 ABC”

May tinh cua An



s x e Ban cé biét né 1a
Phan mem doc hai :

(yEUVETL:Y)




Phan mém doc hai la gi?

MOt loai chwong trinh may tinh
dwoc thiét ké dé gay hai cho ban

hodc thiét bj cda ban.

Néu thiét bi di déng cta ban bi
nhiém phan mém déc hai, n6 co
thé cham lai hodc ngirng hoat
déng hoan toan. Phan mém déc

hai cling co6 thé xéa hoac danh

cap dir liéu, gady nguy hiém cho

quyeén riéng tw cta ban.




* Vi-rat
e Phan mém gian diép (Spyware)
Co6 nhirng loai Phan * Phan mém quéng céo (Adware)

mém doc hai nao? e Ma doc tong tién (Ransomware)
* Sau may tinh (Worm)




Phan mém déc hai xam nhap bang cach nao?

A T3 xudng phan mém t& ngudn khéng dang tin cay
¥ Email liva dao

Thiét bi lwu trir di ddng (USB, 6 crng di dong)

E ¢

Trang web doc hai



Lam sao dé biét may tinh cta ban c6 bi nhiém vi-rat khong?

Théng thwéng khéng c6 dau hiéu rd rang nao vé diéu doé.

Nhwng c6 mét so6 triéu chirng ma chiing ta cé thé can cir vao:

Thiét bi cham lai, truc trac, dong bang
Thiét bi qua ndng

U’ng dung dwgc mdé hoac déng tw dong

Email hodc tin nhan trd chuyén trai phép dwoc glri dwdi tén cia ban

>
>
>
> Clra sb bat |&én va quang cdo khdng mong mudn, xuat hién nhiéu qua mic
>
> Webcam tv bat

>

Pa cai dat phan mém diét vi-rut trede do, nhwng bay gio khéng cai dat niva



Pé chong phan mem doc hai...

-

\_

Chi tai xudng
hoac cai dat
phan mém twr
cac nguon
dang tin cay

~N

4 )

St dung
phan mem diét
vi-rut uy tin

- v

(

Suy nghi ky
trwéc khi
nhap vao cac
lién ket, tai
xuong phan
mém hay mé&
tép dinh kém

\

(

\

Ludn cap nhat
phan mém va
thiét bi cua
ban

J




Hay cap nhat cac wng dung ban dang
co trén dién thoai.

Thwc hanh




Hwéng dan cap nhét rng dung (dién thoai Oppo)

09:17 ! =M - L\ {am] 0917 i =M N R

¢ Quan ly ing dung va thiét bi ¢ Dang cha tai xuéng

& o

Hot G Anh ng dung (19 Cép nhat tat ca
i X Google g dung (19) 3p nhé
St . . D R L. " Agribank Plus s r
8 ( VIETNET-ICT @ ® Khong tim thay ('ng dung gay hai nao “ SN v Cép nhat
. ! . WM @) vietnet2016@gmail.com 1théng bao vé tinh trang bao mat
Ungdunghot  AppMarket Cira hana Play May anh :
ColorOS Pictorial ) )
:: = ( Tai khoan Google J 3 Vao Play Protect 4 e Cap nhat
. ; p s . - G itk & 5 Facebook oo
caidit T Quan ly iing dung va thiét bi gg  Cobancap nhat SHkIB v | e
19 ban cap nhat dang cha xur ly
TR , , _ Global Search "
@ . @ Q  Thang bio vavu dsi Capnhattatca Xem chitiét Q 20?(; earc v Cap nhat
e TS eongig B  Thanh toan va géi thué bao .
= Dadung 14 GB/23 GB g canes v | Capnhat
= 27 MB
®  Play Protect .

Bwéc 1: Vao clra hang
ng dung CH Play

Bwéc 2: BAm vao tai
khoan > Quan ly rng
dung va thiét bj

Bwdc 3: BAm vao “Cap nhat tat ca” dé cap nhat tat ca tng
dung hodc bam vao “Xem chi tiét” d& cap nhat tirng t(rng dung



An toan trwc tuyén nam trong tay ban.
Hanh ddng ding dé bao vé ban than trwéc
MOoi rui ro.



Dw an Cdng nhan KCN thoi ky thuat s6

CHU DPE 8: BAO VE THONG TIN VA
TAl KHOAN TRUC TUYEN

HO TRQ' KY THUAT BO': HO TRQ TAI CHINH BO:

* X
°) + Global
E ZUIETNET-II:T *, Gateway




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28

